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Overview

» Scenario

» ldentity Theft in Transportation Industry
» Examples of Documents

» Steps to Take

» Q&A
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Scenario

» Broker receives call from Motor Carrier
» Need to get paid
» Never done business with Motor Carrier

» Motor Carrier Submits Rate Confirmation with your MC
Number and Letterhead
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ldentity Theft

» Begins with a Real Broker that has a real load
» Real Broker posts load on Load Board
» Identity Thief poses as a Motor Carrier and books load

» ldentity Thief poses as a Broker and double brokers load to a
Real Motor Carrier

Books : Books
Real Broker Load with |C|€I’]t|ty Load with Real Motor
Thief Carrier




What’s the Problem?

» If all goes according to Identity Thief’s plan, load is shipped and
consignee receives load

» Issue;

> Real Motor Carrier that delivered the load is not paid

> Identity Thief could decide to redirect route




What does Identity Thief Get?

» Fuel Advance

» Quick Pay
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Additional Complications

» Real Broker and Real Motor Carrier do not know who each other are

Jackson
Logistics,
Inc.

Moseley
Logistics,

Marcinak
Trans., Inc.

Phillips

LLC Trans., LLC

» Real Freight Rate is usually much lower than Identity Thief’s Freight
Rate
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Red Flags for Motor Carriers

» Broker asks Motor Carrier to identify themselves as a Motor
Carrier under a different name, and this different name is on
BOL or rate con

» Motor Carrier questions the destination of the load and Broker
says it is a “blind load”

» Broker is quick to agree in paying Motor Carrier more money
» Freight Rate too good to be true
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Red Flags for Brokers

» Motor Carrier insists on Fuel Advance or Quick Pay
» Motor Carrier refuses to give driver updates
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Examples of Rate Confirmations Used by

Identity Thieves

Rate Confirmation
barcalogisticsinc@gmail.com
BARCA LOGISTICS ING

12814 VICTORY BLVD. SUITE |51
ba Lo b MORTH HOLLYWOOD, GA_ 81608

SwcaalInatuctions:
THANK YOU ELISA. PLEASE CALL HENRY AFTER HOURS IF NEEDED AT
[123-052-0483

2N 104043 AM Phone: (877)-303-5078 Fax Phone2: (877)-393-5078 Pege 10f1
™ KING ROAD LOGISTICS LLC MC#: 981708 Please Refer To This # On Invoice: B0S0S
ELISA
(915)-867-0646

3550 E FRANCIS ST. SUITE 200

OMTARIO, CA 91751
Czazrptn

Net Pay: $2,100.00
1 Bigk-up
Easility Ehans BURBOY Palists Pos Ml Date Time
PRATT RETAIL e RTX0925201700 34 16000  029/2017 Bam-Spm
6208 OLD HICKORY TRAIL 2

oL

[DALLAS, TX 78237
| Descripion:
2 Stop-Off
Eacility Ehane BURPOS Palets Pos Wt Date Lime
VICTORY PACKAGING CA e 1M8300HT168 34 16000 100022017 8am

\eie

Rate Confirmation
barcalogisticsinc@gmail.com
BARCA LOGISTICS ING
IQBMVIGTORYBLVD SUITE 182
IORTH HOLLYWOOD, CA 81608
Phone: (877)-3035078 Fax:  Phone2: (B77)-383-5078 Page 10f 1
I BELALIA ENTERPRISES ING MC #: 819648 Piease Refer To This # On Invoice: 80787
CHANTAL
(919)-561-0641

Parulncs b
D/HINT T5BI AN

[Sescisl lnaclinos:
ITHANK YOU JESSICA.

___FLAT: $1,800.00
Net Pay: §1.900.00

1 Plokup

i
£
B

Encility gt Dt Tima
KELLER LOGISTICS ( 24193608 2 44500 10/28/2017 Before 10pm

7343 GRADY NIBLO RD.

-3
DALLAS, TX 75238

Diescrption:
2 Stop-0if

f
:

Fachity. Poliets Pos Mgt Date Dime
MIAGARA 3CH { 44500 1002772017 08:00

4450 POTH ROAD

5

| BoL
WHITEHALL, OH 43213

Duseiion:

1) ALL DRIVERS MUST GALL FOR DISPATCH!
z;wz 'REGUIRE 4 GHECK CALL FROM ALL DRIVERS OR DISPATCHERS BETWEEN GAM TO 104M PACIFIC
EASE REFER T0 RO NO" ON BILLING
:; ;Nwszmusmmmv CVERAGE, SHORTAGE Ot DAMAGE WITHI 24 HOURS WiLL RESULT IN A $100 FINE
5] RIVER MUST HAVE A MINIMUM OF 2 LOAD LOCKS TO SECURE THE FREIGH

RPOSES ONLY.
P.“mwnz 7O RETURN WITH FULLY LOADED TRUCK OR INGOMPLETE ORDER WILL RESULT IN A REDUCED FRO-RATED FEE.

00 NOT SEND YOUR TRUCK TO LOAG BEFORE THIS IS SIGHED AND EMAILED TO BARCA LOGISTICS, INC:

[UNDERSTANDS THAT THIS CONTRACT IS NOT A TRIP LEASE AND THAT GARRIER IS AN \INDEPENDENT CONTT

BARCALOGISTICS DOES NOT OFFER QUICK PAY OR FUEL ADY: cE e
CA LOGISTICS PAY TERMS ARE WITHIN 30 BU!
e B e DL BARGA LOGITICS RATE CONFIRWATION AND INVOICE TO: BARCAPAYABLESGGMAIL COM

PONSI
MAINTAINS ITS OWN CURRENT GARGO,LIABILITY, AND COMP INSURANCE. AN DRIGINAL CERTIFIGATE OF 1S, lem BARGA
wca ING AS A CERTIFICATE HOLDER, A COPY OF ICC AUTHORITY AND THIS GONTRACT MUST BE ON FILE BEFORE PAYMENT DATE!

) DIRECTIONS SUPPLIED BY BARGA LOGISTICS, ING 8 TS EUSTOMERS EITHER ORALLY DR WRITTEN ARE FOR INFCRMATIONAL

ARRIER WILL PERFORM TRANSPORT SERVICES FOR BARCALOGISTICS. INC AGREES AND
|CARRIER AGREES FOR THE ABGVE RATE £ S o oo

R AGREES

DRIVERS MUST EALL FOR DISPATCH

zw-E REQUIRE A CHECK GALL PROM AL DRIVESS OR DISPATCHERS BETWEEN 5AM TO A PACIFIC

|3) PLEASE REFER TO "PRO NO” OM BILLING

14) FAILURE T0 REFORT ANY OVERAGE, SHORTAGE OR DAMAGE WITHIN 74 HOURS WILL RESULT IN A $100 FINE.

[2DRIVER AIST HAVE A MBILILM OF 2 LOAD) |OCKS T SECURE THE FREIGHT.

|6 DIRECTIONS SUFFLIED BY BARCA LOGESTICS, INC O 175 CUSTOMERS EITHER ORALLY OFl WRITTEN ARE FOR INFORMATIGNAL

) FALURE O AETURN WITH FULLY LOADED TRUCK 08 OIS FTE ORDER WILL RESULT I & REDUCED PRO-RATED FEE.

100 NOT SEND YOUR TRUCK TO LOAD BEFORE THi3 |5 SIGNED AND EMALLED TO BARCA LOGISTICS, NG

|CARRIER AGREFS FOR THE ABOVE RA] AWML SERVICES FOR BARGA LOGISTICS, ING AGREES AND
NGERSTANDS THAT THEE CONTRACT 16 NOT A THIP LEASES JOUD THAT CARRIER 1§ AN “INDEPENDENT CONTRACTOR® WITH ITS N GG
[OPERATING AUTHORITY, CARRIER LNDERSTANDS THAT ALL PERMITS AND TAXES ARE ITS SOLE REEFONSIBILITY. CARRERAGREES
FHAT IT IMAINTAINS (TS OWN CURSENT CARGO,LIABILITY, AND COMP INSURANCE, AN CRIGINAL CERTIFICATE OF INS. NAMING BARC
LOMISTICS, ING AS A CERTIFICATE HOLDER, & GOFY OF ICC AUTHORITY AND THIS LOMTRACT MUST BE ON FILE BEFORE PATMENT kel

1+++ BARCA LOOISTICS DOES NOT GFFER QUICK PAY OR FUZL ADVANCE ™
CA LOGISTICS PAY TERMS ARE WITHIN 30 BUSINESS DAYS He

* REMIT POD, BOL, BARCA L To:

Spaciel BELAT e 0% Cumoma B B
Commodty. BEVERAGE Trader & S Fhanas

Equipmere: 53 VAN Driver: |5 o0 G Fax.

e J‘ et Ve . e, - AR | Hazhdat Fuse

Quick Raf; (9151-241-2980

Truck # Customs Bric
e, [ i
i) Cos: et Faise
Signature: Titke:
Name: Date: 1. /
Please sign and fax back 1o [ R ————
Quick Re: KING ROAD LOGISTICS LLE BrokerSig HENRYRICGl

Cuick Rat, BELALIA ENTERPRISES ING.
oot Broker 8ig HENRY RICC)




Motor Carrier Prevention

» Check Telephone Numbers on FMCSA Website
» Internet Search on Broker
» If Book Load, Check Bill of Lading

» Sign Bill of Lading with Driver Name, Company Name on side of
Truck, and MC Number at Pickup
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Broker Prevention

» Check Telephone Numbers on FMCSA Website

» No Fuel Advance or Quick Pay for first-time loads with new Motor
Carriers

» Internet Search of Motor Carrier
» If Delivery check Bill of Lading

» Request Picture of the Truck at the Shipper’s facility to confirm MC
Number on side of truck before truck leaves with cargo

» Get information from Motor Carrier on Driver including picture of Drivers

I License



Back to Scenario - Broker

» Next Steps:
- Report to Law Enforcement

> File Complaint with FMCSA National Consumer Complaint Database
> Get Word Out
> Check your online presence

- Connect Real Motor Carrier with Real Broker to facilitate payment

-|ert Insurance



Other Types of Fraud

» Cargo Theft

o ldentity Thief poses as a Motor Carrier

» Driver Identity Theft
> |ldentity thief gets driver’s vehicle number, license plate number, and
driver’s name and asks dispatch for fuel advance or repair advance
» Fake Towing
- Demand money for tow that never occurred and state they will not
release the truck until payment received
» Freight Forwarder Scam

- |ldentity thief poses as Freight Forwarder and then withholds Bill of
Lading preventing Goods to Leave Port of Destination



Other Types of Fraud

» Fake “Customer”
- Customer completes LTL carrier application using false info and
“references” on phone numbers/emails it controls

- “Customer” acts as a broker, gets rate quotes from carrier, then quotes
artificially low rates to the real cargo owner.

> “Customer” ships freight, collects charges from cargo owner, never
pays carrier,

- After a few shipments, moves on to next carrier.
> USA v. Ramin Razzi, 2018: four years in prison for mail/wire fraud
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