


broker, to receive payment.  However, by that time, the identity thief will no longer respond, and the 
motor carrier is left without knowing who the real broker was on the load.

This scheme provides big payouts for the identity thief.  The identity thief will first ask for a fuel advance 
from the real broker.  If the broker is willing to pay this, the identity thief will receive this payment 
immediately.  Once the load is delivered, the identity thief will provide proof of delivery and insist on 
quick payment.  It is important to understand that all parties, except for the identity thief, are victims 
of this scheme.  The real broker has just paid the wrong person on the load and the real motor carrier 
has not been paid for the shipment.  The motor carrier and broker whose identity that the identity 
thief stole will likely receive multiple calls from different entities on shipments in which they were never 
involved, and might receive negative reviews or scrutiny when the real broker or motor carrier does 
not understand that they were a victim of fraud.  

The solution to this problem is due diligence by both brokers and motor carriers.  It is important when 
communicating with another party in the transportation field to call the phone numbers listed for that 
entity on the FMCSA website.  Of equal importance is researching the entity online to see if there has 
been identity theft reported.  If you have become the victim of identity theft it is vital that you let all 
load boards know, as well as factoring companies and your insurance company.  The victim of identity 
theft will also need to file an FMCSA Consumer Complaint to document this identity theft.  Finally, if 
you are a motor carrier looking for a load on a load board and see one with an extraordinarily high 
rate, it is likely too good to be true.  Through due diligence and efforts by all of the parties involved, 
these types of schemes can be avoided.  However, this scheme will likely remain a problem for the 
transportation industry for years to come.


